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A definitive guide to cyber security law

Expanding on the author’ s experience as a cybersecurity lawyer and law professor, Cybersecurity Law isthe
definitive guide to cybersecurity law, with an in-depth analysis of U.S. and international laws that apply to
data security, data breaches, sensitive information safeguarding, law enforcement surveillance, cybercriminal
combat, privacy, and many other cybersecurity issues. Written in an accessible manner, the book provides
real-world examples and case studies to help readers understand the practical applications of the presented
material. The book begins by outlining the legal requirements for data security, which synthesizes the
Federal Trade Commission’s cybersecurity casesin order to provide the background of the FTC' sviews on
data security. The book also examines data security requirements imposed by a growing number of state
legislatures and private litigation arising from data breaches. Anti-hacking laws, such as the federal
Computer Fraud and Abuse Act, Economic Espionage Act, and the Digital Millennium Copyright Act, and
how companies are able to fight cybercriminals while ensuring compliance with the U.S. Constitution and
statutes are discussed thoroughly. Featuring an overview of the laws that allow coordination between the
public and private sectors as well as the tools that regulators have devel oped to allow alimited amount of
collaboration, this book also:

» Addresses current U.S. and international laws, regulations, and court opinions that define the field of
cybersecurity including the security of sensitive information, such as financial data and health information

» Discusses the cybersecurity requirements of the largest U.S. trading partnersin Europe, Asia, and Latin
America, and specifically addresses how these requirements are similar to (and differ from) thosein the U.S.

* Provides a compilation of many of the most important cybersecurity statutes and regulations

» Emphasizes the compliance obligations of companies with in-depth analysis of crucial U.S. and
international laws that apply to cybersecurity issues

» Examines government surveillance laws and privacy laws that affect cybersecurity as well as each of the
data breach notification lawsin 47 states and the District of Columbia

* Includes numerous case studies and examples throughout to aid in classroom use and to help readers better
understand the presented material

* Supplemented with a companion website that features in-class discussion questions and timely and recent
updates on recent legidative developments as well as information on interesting cases on relevant and
significant topics

Cybersecurity Law is appropriate as atextbook for undergraduate and graduate-level coursesin
cybersecurity, cybersecurity law, cyber operations, management-oriented information technology (IT), and
computer science. Thisbook isaso an ideal reference for lawyers, IT professionals, government personnel,
business managers, IT management personnel, auditors, and cybersecurity insurance providers.

JEFF KOSSEFF is Assistant Professor of Cybersecurity Law at the United States Naval Academy in



Annapolis, Maryland. He frequently speaks and writes about cybersecurity and was ajournalist covering
technology and politics at The Oregonian, afinalist for the Pulitzer Prize, and a recipient of the George Polk
Award for national reporting.
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From reader reviews:
Jane Pelley:

Have you spare time to get a day? What do you do when you have more or little spare time? Sure, you can
choose the suitable activity to get spend your time. Any person spent their very own spare time to take a
wander, shopping, or went to the Mall. How about open or read a book eligible Cybersecurity Law? Maybe it
is being best activity for you. Y ou recognize beside you can spend your time with your favorite's book, you
can more intelligent than before. Do you agree with it has the opinion or you have some other opinion?

Vincent Humphreys:

Typically the book Cybersecurity Law will bring one to the new experience of reading a new book. The
author style to explain the ideais very unigue. In the event you try to find new book to read, this book very
appropriate to you. The book Cybersecurity Law is much recommended to you to learn. Y ou can also get the
e-book from your official web site, so you can easier to read the book.

Ronda Powers;

It is possible to spend your free timeto learn this book this e-book. This Cybersecurity Law issimple
bringing you can read it in the recreation area, in the beach, train in addition to soon. If you did not have
much space to bring the actual printed book, you can buy the actual e-book. It is make you quicker to read it.
Y ou can save often the book in your smart phone. Consequently there are alot of benefits that you will get
when one buys this book.

William Reyes:

Some peopl e said that they feel uninterested when they reading a publication. They are directly felt the idea
when they get a half regions of the book. Y ou can choose the book Cybersecurity Law to make your own
reading isinteresting. Y our own personal skill of reading skill is developing when you just like reading. Try
to choose very simple book to make you enjoy to learn it and mingle the opinion about book and examining
especialy. Itisto befirst opinion for you to like to start abook and read it. Beside that the book
Cybersecurity Law can to be your friend when you're experience alone and confuse using what must you're
doing of that time.
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