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The only authorized textbook for the Cisco Networking Academy Program

Cisco Networking Academy Program Fundamental s of Network Security Companion Guide, along with the
Fundamental s of Network Security Lab Companion and Workbook and the corresponding online course,
provide a thorough introduction to network security.

This portable desk reference focuses on the overall security processes based on a security policy with an
emphasis in the areas of secure perimeter, secure connectivity, security management, identity services, and
intrusion detection. Along with the Cisco Networking Academy Program online course, this Companion
Guide covers the installation, configuration, monitoring, and maintenance using Cisco command-line
interface (CLI) and web-based device managers on both the Cisco 10S Firewall and the PIX Security
Appliance. It aso covers how to

- Configure Network Address Translation, access lists, stateful traffic inspection, and application filtering

- Implement signature-based intrusion detection

- Configure identity management using authentication, authorization, and accounting

- Configure virtual private networks using industry-standard |PSec for both site-to-site and remote access
connectivity

This Companion Guide also includes security appendixes that cover several installation tutorials for various
hardware and software products.

This book and the course align with the new Cisco Firewall Specialist certification objectives. The Cisco
Firewall Specialist encompasses the SECUR (formerly known as MCNS) and Cisco Secure PIX Firewall
Advanced (CSPFA) exams. Y ou can use this book and the course to begin certification preparation.

Companion CD-ROM

The CD-ROM contains 11 hi-res PhotoZoom Activities, 200+ exam- preparation questions in a practice Test
Engine, more than 50 hands-on e-Lab Activities, 48 Demonstration Activities, plus 10 professiona network
security utilities, command references, and other resources for an enhanced learning experience.

This book is part of the Cisco Networking Academy Program Series from Cisco Press. The productsin this
series support and complement the Cisco Networking Academy Program.
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From reader reviews:
Alvin Shaw:

Exactly why? Because this Fundamental s of Network Security Companion Guide (Cisco Networking
Academy Program) is an unordinary book that the inside of the e-book waiting for you to snap the item but
latter it will jolt you with the secret it inside. Reading this book close to it was fantastic author who also
write the book in such remarkable way makes the content inside of easier to understand, entertaining
technique but still convey the meaning completely. So , it is good for you for not hesitating having this
nowadays or you going to regret it. This excellent book will give you alot of benefits than the other book
have got such as help improving your expertise and your critical thinking way. So , till want to hold off
having that book? If | have been you | will go to the book store hurriedly.

Christine Erhart:

Do you have something that you prefer such as book? The publication lovers usually prefer to decide on
book like comic, short story and the biggest the first is novel. Now, why not hoping Fundamental s of
Network Security Companion Guide (Cisco Networking Academy Program) that give your satisfaction
preference will be satisfied by simply reading this book. Reading practice all over the world can be said as
the opportunity for people to know world much better then how they react when it comesto the world. It
can't be claimed constantly that reading habit only for the geeky man but for all of you who wants to always
be success person. So, for al of you who want to start examining as your good habit, it is possible to pick
Fundamental s of Network Security Companion Guide (Cisco Networking Academy Program) become your
own personal starter.

Thanh Johnson:

Don't be worry if you are afraid that this book may filled the space in your house, you could haveit in e-
book technique, more simple and reachable. This Fundamentals of Network Security Companion Guide
(Cisco Networking Academy Program) can give you alot of good friends because by you taking alook at
this one book you have issue that they don't and make an individual more like an interesting person. This
kind of book can be one of a step for you to get success. This publication offer you information that might be
your friend doesn't realize, by knowing more than some other make you to be great men and women. So ,
why hesitate? We need to have Fundamentals of Network Security Companion Guide (Cisco Networking
Academy Program).

Kenneth Copeand:

Reading a publication make you to get more knowledge from this. Y ou can take knowledge and information
from your book. Book is published or printed or highlighted from each source that will filled update of news.
Within this modern era like today, many ways to get information are available for anyone. From media social
like newspaper, magazines, science e-book, encyclopedia, reference book, book and comic. Y ou can add



your knowledge by that book. Ready to spend your spare time to open your book? Or just in search of the
Fundamental s of Network Security Companion Guide (Cisco Networking Academy Program) when you
required it?
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